AT Ho Elo Te10-33004/99 REGD. NO. D. L.-33004/99

CThe Gazette of India

EXTRAORDINARY

A [I—WEUs 3—3U-9Us (i)
PART II—Section 3—Sub-section (i)

UTRIAR A YehTiyTd
PUBLISHED BY AUTHORITY
9. 164] ¢ faoett, oA, 30« 6, 2013/9F 16, 1935
No. 164] NEW DELHI, SATURDAY, APRIL 6, 2013/CHAITRA 16, 1935

AR 3R gE st dEe
(zetaifat 3 = wenfiast )
SfeRgET
T Reell, 6 W, 2013
AHLA. 204 (31). R, FE dEnfe! AfE=E, 2000 (2000 H1 21) B R 89 B IT-AR (2) & T (%)
R Y& Wfdadl BT YANT &R g AgaR e deeer afifd & wEe 9 ok dg WAR B g4 fgAeT |
frfaRea faffem s € erefq —
1. W W iR U -
(1) 37 fafEl &1 <dfera =9 gae drenfiel (R e migeRor & e yarem @R e faeel gl weremTRar
P A=) fafm, 2013 §
(2) ¥ ST IS99 H YHRE B GRIE B TG B |
2. URYMEM -
37 fafemi & 99 9@ 5 dof & emern snfara 7 & -
(@) "t & gae denfier SfafE, 2000 (2000 @1 21) AT T;
(@) "wEoreat W W U @fd e & R 9T 24 @ orfiH ctwty feesies v I e &
fere srgefe s @t % &
(M) "fEme" F S @ aRT 17 @ SU-aRT (1) & e g werrRat miteRat o1 fraas s 2
(@) "faeeht umowat mitet" ¥ ffem @t amr 24 @ i <t faeAteR T SR B & forg
e WRGR ¥ W= yworeal e fmd & el sietd fedied yomEl B SR e & faw w
wioraTfia Glemd ok gord & T4 $di I Aedg AaERaT], R Jd6T R § e a0 &,
(® "araamma el mmomwat wite! v fageh gt witer st @ Ry sifefm @) e 19
B IR (1) B IR0 # 37 fafeml & orefiw wrwen wew @t 718 g,
(@) 99 WY v SR U8 S gRwifa TE § foeg srfafaw # uRwifa € &1 e ag o § S SAe
fefrm # 7
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3. faeelt ymorwat wfteTRaEt @1 AT S eve gwr | faftae mitever @ el yETe B R
(31) faeh vwwomEat miteRaEl B ArTaT—

(1) frs fagel ymoreRal wfert &7 391 Al & srefiv AT JwsT e, IfE S IRT & e fasd
<3 B ARl & e wRfiq Arame [ amE MiEeRer gRT sy e JHoT Jad &= & oy mitgd
forar T B |

(2) 37 fafteml & orefl fdlt Rfame Widert &1 v amame fifvames mierRt & w0 & ffds fem
Stom, afe |9 <o @ faftrt R srefia 0 faftramae orfdrexor &) o & TS B 9 g & arefie
3fHTT Feresin JHTOTTS SR B & Ty STfad Wk & aRTaR faeaa= gy & WR @1 3mer &l § ok v Rt
TRrERET §9 A @& el fFRi=e ofR SIge< Tl ITAIRTRAT 1 VA & AT=Ial Jard &_al o |

(3) =, = WHR & Y4 fJdeT I wowd 4 39 Afed & waeH @ fog amrama fafames
TErpTRAT &7 THI-FHT TR Gl THIRIT DR FHh |

(4) frdz®, 37 fafwl & waom & foag Sufifem (3) # affe oe wraama e mideor & A
SEEICIECIEIEas

(5) Sufafraw (4) % affa wwshian S0 S9a Feies &) IR & oig 9y @ oafd & forg dg <= |

(6) forsl <o o faftrgi, o arffew & Q19 ofwlw  fueAies TwToTTs O &< & fog sniféra fawasiraar
& G WR DI TUET BT 8, BT FagRY = gR1 fafway by 0 SRl @1 &0 d x@d gy fhar s o)
T8 3T qral & =gy frefaRad i 8 —

(@) foxirr iR e damed s faia <91 & Wi nikaal &t femmer g
(@) IR AR AedTR Fonferal & feaa-iaeT;
(1) AU SR FHIOGSAT & JMMAGH & UANDHRUT i Uik iR rfieral w1 wfreo;
(&) THTOTOET W A MY AfNETarel SR W Rel$ erdRi Bl Jar &1 ST, 3R
(® o wds e grr duden ot fafiaar ok ol |
(3m) AT facelt wreat Wit gRT wRa F yEHE B SR | A —s9 faftgE 7 cfafde ol a9 @
B Y W BIg wrama st wmoreat miters wRa # A aR 38 WRA AfR@T @Y it fueid sHs S
& BT |
B —z A dl & Tl B fy " IRG IRe " ug § O BIS BUHl, Bis BE, Afeadl BT Pls W,
feel &1 e a1 ®15 W MR e IRVRGHT HETed 91 SRIR & T4 ST ARG H JafRd g, e
BT |
(3) AT B Aga—
(1) fafaw 3(3) & <1l wem @ 8 AIar R fafm 3(8) @ o+, enfRfa, fefed or ufosieRor foy o= & dy
e |
(2) 37 ot & <refie ue™ & g AT srevaraReiiT § |
() W= | gd o i fewies aruEl & sifafte @ - 39 R & ol o e faceft wmroreat
DI AR J&H DI Sl 8, A H THIUTSAT MBR gRT U A=l 9 Q4 S |t et freie oo 9 s
& Wl & foy sfaftE= g |
(S) AT &1 feta o ufoRiERo—
faffrm 3(@) @ 9 wem @ 18 A &1 felew W ufoRieRer e fewn won afy werae fageh
THTUIGAT SR Bl Sfbly  foresdie yamoms S -1 & fou Wi argamma fafame arffesor grr s
MBR &1 T fafeme miewer grr frees an aferigor ox far ST 2 |
(®) =T BT AdIBRoT -
(1) 37 fafel & Sudy A=ar & TdeRU & fy Rt o @t &= # Y9 @r] B S 6 Arar & forg
el Y etmIeT @ A B ®
(2) wroamTe facelt st WET ST AT & ANl & fofg STded, HIRIGT S dgd FHE B @)
TG & AqAT @ HH A BH Jarens a7 @ B |
(3) A=y & TdIBRUr & oy omded iz gR1 S wwsll T8 U srdamell & oM REd gU goldiien!
Ao & gwd # fHar S F& |
(%) AT | SER—
fRIE® ARIAT WG 6Re AT SAHT TIEROT B I SHR DR FHI Jfe—
(i) MIE®w W fFRFE B o HRAR MR WA aRRAIRET A S SRR & darem & adia @1 gfaa
TR DI GWIET B, W g U AT ST T NS ©, ol b FEAE smam & ok
(ii) (i) emag®w  TRAATTT AT FAYT & UhH TR T AT
(i)  =IrTe™ gRI STded b WY W WS AT WP AR THD B MY wR QS T AT
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(iv) 3maeed a7 fpdt <= aafdy & o wRT a1 URA I TR Bt Ry & forg Rigay g B ek
v e § I8 SMeR siddfod 2 b 0 <Rl aafad 7 duequl a1 59 9 SR fRaAr 5 A1 S99 At
a7 3 freml & ol i sty & fow Rigey sevmn m §; A

(V) @IS JMaG® THIVE UgHT B & STAR ARHAT 3R TGl &1 UTee B MR SFJUTer Bl T H=al g A1
3Tl Bl g A

(vi) emdee e & QR @1 STuTe & # I Ihd Y&l 2 T

(vii) fop=ft AT <91 @t RAftl & o1ele arded @& sty feieT THIoTT 9N BRA & oy ved WiieR
1 frefa ar gfaRiexor &) & T 8
TR AT Y& A SHR B D BRI DT JU {BAT ST G |

(@) waamTE faeeht yweal Wt @ w9 § fRa €W W qd smemd. —Aruana faceft yToTaat
MBI & W § BRI B A AR B A qd A faeeh yaroreat mitepry Feferied s o, —

(@) FF® @ aIam el sEomdal MeR & W9 H B B F AR BN B AR DI a1 o

WY I AT el yEsdl WGt & w0 A B PR A AfRd B A A e gd an Awgen &
JTATT Bl ARG A T &7 gd < Smee;

(@) gufRfy, Agdr & 3™ A AT AT fageh yHvrhdl WRER & w0 # S dvA ¥ Iifad BN &
16 3T gd 39 o &1 W9 e FHERS 91 wEERTE § O A 7 g o, S 6 fEe g s
[ERIESLY

() wrgaTa fagel yEoTEal MG & w0 § B B W SIfRd @ @ IUN ST B SHD GIRT oI
T STHfRigd AT SaAT 7 U DI Tgar JHIUIS & SIS Pl SRRy Hym:

Wy e 6 AenfRfa, Arame faqeh sl miRed & WU § sfexd g9 @ wre fod qd A swifidded an
JqAT 7 Y b1 YE FHIVTH & fad A A6 o qd e & S,

(=) e iz, gwifaa rfverarei aiiR i JHIuMH Sifidhaisll B Jfdbia W 3 fRreifed $-7d ok RGP
B A WO I,

(8) W sf@r i JHTOTIAT B Sl Fa B @ & 3fd # smfadied & a1 Rd! s/ T8 gor & &l
wioried & forar S, I Sif¥erar 3 Sa SRiERe @ SRy fhar g

(@) 39 97 & AT I B YR T BT [F IADT A DI SR T @ AR B R
I @feadi o1 2 gomn siai e womEl # sfafde die gon & ded # simg feied o1 Jaia &
B ARID: IALAGA] 8, =[AH I HIRG 2;

(®) A1d auf @ Ay & oy srf¥eral &1 orRfa & & fofy Yfakgaa wee &,

(W) il faeieT JHIUTE! ®I e FawE I qd Ufded B & oy AfErsil o (T s faeie
SRTOTOS ST R H Sfqaferd oiTd d ) gfkigad TR &1 Wy |

[ w19, 19(3)/2013-TaUws]
&, v @, %, Tt it

MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY
(Department of Electronics and Information Technology)
NOTIFICATION
New Delhi, the 6™ April, 2013

G.S.R.204 (E).— In exercise of the powers conferred by clause (b) of sub-section (2) of Section 89 of the
Information Technology Act, 2000 (21 of 2000), the Controller hereby, after consultation with the Cyber Regulations
Advisory Committee and with the previous approval of the Central Government, makes the following Regulations,
namely: -

1. Short title and Commencement.— (1) These Regulations may be called the Information Technology (Recognition of
Foreign Certifying Authorities operating under a Regulatory Authority) Regulations, 2013.

(2) They shall come into force on the date of their publication in the Official Gazette.

2. Definitions.— In these Regulations, unless the context otherwise requires,-

(a) “Act” means the Information Technology Act, 2000 (21 of 2000);

(b) “Certifying Authority” means a person who has been granted a licence to issue a Digital Signature Certificate under
section 24;

(c) “Controller” means the Controller of Certifying Authorities appointed under sub-section (1) of Section 17 of the Act;
(d) “Foreign Certifying Authority” means a certifying authority other than one licensed to issue a digital signature
certificate under Section 24 of the Act and whose installed facilities and infrastructure associated with all functions of
generation, issue and management of digital signature certificates are located outside India;
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(e) “Recognized Foreign Certifying Authority” means a Foreign Certifying Authority who has been granted
recognition under these regulations pursuant to sub-section (1) of Section 19 of the Act;

(f) Words and expressions used herein and not defined, but defined in the Act, shall have the meanings respectively
assigned to them in the Act.

3 Recognition of foreign certifying authorities which operate under a regulatory authority in that country.

(A) Recognition of Foreign Certifying Authorities.—

(1) A foreign certifying authority shall be deemed as recognized under these regulations if it has been authorized to issue
Digital Signature Certificates by a recognized regulatory authority established under the laws of a country other than
India.

(2) A regulatory authority shall be specified as a recognized regulatory authority under these regulations if the laws of the
country under which such regulatory authority is established require a level of reliability at least equivalent to that
required for issue of a Digital Signature Certificate under the Act and such regulatory authority accords similar
recognition to the Controller and to certifying authorities licensed under the Act.

(3) The Controller may, with the previous approval of the Central Government, publish in the Official Gazette, a list of
recognized regulatory authorities for the purposes of these regulations from time to time.

(4) The Controller shall enter into a memorandum of understanding with each recognized regulatory authority mentioned
in sub-regulation (3) for the purposes of these regulations.

(5) A memorandum of understanding mentioned in sub-regulation (4) shall remain valid for 5 years from the date of its
execution.

(6) The determination of whether a country’s laws require a level of reliability at least equivalent to that required for
issue of a Digital Signature Certificate under the Act, shall be made with regard to the factors decided by the Controller
and shall, inter alia, include:—

(a) financial and human resources, including existence of assets within the country;

(b) trustworthiness of hardware and software systems;

(c) procedures for processing of certificates and applications for certificates and retention of records;

(d) availability of information to subscribers identified in certificates and to potential relying parties; and

(e) regularity and extent of audit by an independent bodys;

(B) Recognized Foreign Certifying Authority not to issue certificates in India.— Notwithstanding anything
contained in these regulations, a Recognized Foreign Certifying Authority shall not issue digital signature certificates to
Indian nationals residing in India.

Explanation: For the purposes of these regulations, the term “Indian National” shall include a company, a firm,
an association of persons, a body of individuals or a local authority whose registered office or principal place of business
is located in India.

(C) Validity of recognition.— (1) A recognition granted under regulation 3(A) shall remain valid unless suspended or
revoked, as the case may be, under regulation 3(E).
(2) The recognition granted under these regulations shall not be transferable.
(D) Digital Signature Certificates issued prior to recognition to be invalid.—
Where any Foreign Certifying Authority is recognized under these regulations, all digital signature certificates issued by
such Certifying Authority prior to such recognition shall be invalid for the purposes of this Act.
(E) Suspension or revocation of recognition.— A recognition granted under regulation 3(A) shall be suspended or
revoked if the authorization granted by the appropriate recognized regulatory authority to the Recognized Foreign
Certifying Authority for issuance of a Digital Signature Certificate has been suspended or revoked by such regulatory
authority.
(F) Renewal of recognition.—
(1) The provisions of these regulations shall apply in the case of an application for renewal of recognition as it applies to
a fresh application for recognition.
(2) A Recognized Foreign Certifying Authority shall submit an application for the renewal of its recognition not less than
forty-five days before the date of expiry of the period of validity of recognition.
(3) The application for renewal of recognition may be submitted in the form of electronic record subject to such
requirements as the Controller may deem fit.
(G) Refusal of recognition.—
The Controller may refuse to grant or renew a recognition if-
(i) the applicant has not provided the Controller with such information relating to its business, and to any
circumstances likely to affect its method of conducting business, as the Controller may require; or
(ii) the applicant is in the course of being wound up or liquidated; or
(iii) a receiver has, or a receiver and manager have been appointed by the court in respect of the applicant; or
(iv) the applicant or any trusted person has been convicted, whether in India or out of India, of an offence the
conviction for which involved a finding that it or such trusted person acted fraudulently or dishonestly, or has
been convicted of an offence under the Act or these rules; or
(v) an applicant commits breach of, or fails to observe and comply with, the procedures and practices as per the
Certification Practice Statement; or
(vi) an applicant fails to comply with the directions of the Controller; or
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(vii) the authorization granted to the applicant, to issue a Digital Signature Certificate under laws of a recognized
country has been suspended or revoked:
Provided that the reasons for refusal of the recognition may be mentioned.
(H) Requirements Prior to Cessation as recognized Foreign Certifying Authority.—Before ceasing to act as a
recognized Foreign Certifying Authority, the recognized Foreign Certifying Authority shall,-
(a) give notice to the Controller of its intention to cease acting as a recognized Foreign Certifying Authority:

Provided that the notice shall be made ninety days before ceasing to act as a recognized Foreign Certifying
Authority or ninety days before the date of expiry of recognition;

(b) advertise sixty days before the expiry of recognized or ceasing to act as recognized Foreign Certifying Authority, as
the case may be, the intention in such daily newspaper or newspapers and in such manner as the Controller may
determine;

(c) notify its intention to cease acting as a recognized Foreign Certifying Authority to the subscriber of each unrevoked or
unexpired Digital Signature Certificate issued by it:

Provided that the notice shall be given sixty days before ceasing to act as a recognized Foreign Certifying
Authority or sixty days before the date of expiry of unrevoked or unexpired Digital Signature Certificate, as the case may
be;

(d) the notice shall be sent to the Controller, affected subscribers and Cross Certifying Authorities by digitally signed e-
mail and registered post;

(e) revoke all Digital Signature Certificates that remain unrevoked or unexpired at the end of the ninety days notice
period, if the subscribers have requested for revocation;

(f) make a reasonable effort to ensure that discontinuing its recognition causes minimal disruption to its subscribers and
to persons duly needing to verify digital signatures by reference to the public keys contained in outstanding Digital
Signature Certificates;

(g) make reasonable arrangements for preserving the records for a period of seven years;

(h) pay reasonable restitution (not exceeding the cost involved in obtaining the new Digital Signature Certificate) to
subscribers for revoking the Digital Signature Certificates before the date of expiry.

[F. No. 19(3)/2013-CLFE]
T.A. KHAN, Controller of Certifying Authorities

STRLE
T Reell, 6 3, 2013

&L, 205 (1)~ iz, gaar drenfiet =@, 2000 (2000 &1 21) @ R 89 HI SUERT (2) & TS (W) &R
Yo Wikl Bl AT BRd gY ATgaR AT AareeR Wi & W @ 8k iy WReR © 4 AT ¥ eEferied
fafrm a9rar €, srfe
1. féra W iR ARw--
(1) s ffmal @1 e 9w g gl (A fiftames oifdeser & | gerem T8 aR 8 faeh
HTOTRT STITRAT 7 wrwan) fafm, 2013 & |
(2) A S IO | THRE B ARIE BT T B |
2. gRwETE--
g9 fafeel § o9 9@ 5 ey & srger smuferd 7 & —
(@) "sffrm" & gE wenfiet sifafRm, 2000 (2000 @7 21) AT T ;
(@) "uAmrEdal MEN" | U1 afdd ofhia § O 9T 24 & oA i@ty faeAied yHTE I B @
g srgafa v @t T8 T ;
(M "FEEE" d AR ARt 17 @ SR (1) & e Fged wroredl gl @ R s © ;
() "faeeht vwomal mieN" W afRifEw @ aRr 24 © orfm i fueiea THITE S B @ forg
W WHR F = yarorhdl wifAer sfid & ! sfeta faedie yamomsl $ SR B & foag @l
wfererfia Jraemd iR gor & a9 Hl A Fedg AaHRa], AR JdaT R I qIeR IaRRA © ;
(® "wraamre fageh yEeatl miter! | Ve facelt wvrewat miterd st @ Ry s &t e 19
B TR (1) & TRV # 39 fafedi & o= 7= vem &1 76 ©
(@) T T 9= SR Ug o RWIa @ € fheg ififm & oRwifta € &1 w9t orf @ S Sa
arffes 7 g |
3. faeel ymUrat witeERAT S feeh faffame witert & = wared 78 &R W §, B AT <X &1 AFes
(31) fagelt vwmRatl witRET B ATar.--fageh yEvedt wfeRar S el fafame mitreser & s waTe
T BRI T B AT A G wforn R Ry ER
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(1) AT WEM @R & Ty sTmdee--

fafrm 3(a1) ¥ ofafde f5e a@ & 80 gu A, &3 el yvresal mivert e &1 Jraar & fog smded
B FD |

(2) amae @t fafdfei--

39 fafem & el sl faeeft ymmoreat it @t AT & forg emdes = &1 O fy # foear som
ST b R gR1 9Wa-9e W fafEd foan Sy, U ofded & |9 A U9 S SR e e o 6 RiEe
3TYETT Y SR TS W1 A Al & WI-Ar FrferRad wnfier 8, srifq ¢ -

() T&® YHIVH UG BT (JT);

(@) MdgH BT UEA B q19d U BT Roraas it ufshard oft

() TR i@ faesie wogs Wefie, a1 siscard fhy S atel yaremi @ w3 gRErT
R T&H HA;

(7) faceh yArRat MRER S ATIET UT) &R BT S IE&dT §, B BRAR ARG BROT SxATdail Bl JATorG
ufer;

(9 fft Wt g &1 faeror faRred: =are) a1 @@ fRarferara= St sfded @ A=A faqeh yHrorhal arferera
B W W PR A W i YU STl AhdT &

(7) 3Mded ERI U qaee 6 IFd! FalH STHHRNI AR 99 & AR a8 YAV UG HAT DI riemaii
BT AT R AHAT § iR el BT

(B) snufe wiv ; ok

() fi=® g1 onfara @18 oy g |
(3) dox Ul & T # U dETA--

39 A & 39 g fded U UTel d8U3 IR B R RiEe & et § 09 gy ofik Ul Af |
St fb i g1 SrgAifad fhan My, Ueh RIS St Sfek A 3= I &1 9Rd H fHl srgfa @ A v
AT IR Y 3R Terd deas FoH) gffa SHET IRgA SR @ a9 B8 Y @ orafd & forg dg et |
(4) UTe duua SR dHR Tffa &1 eracia—-
foosft e it ftRiftd @t < wa @1 BIs AfEeE S 39 Afafm a1 TomE wgd et o fy & et
ol aRre & fofg oW fham o &, R ufigd y9ma erel famn, Sufafas (3) & oefie ure dedy ok dax
afayfa @1 fFefaRad okl #§ sraeta foram ST wam, sriq : -
() w9 e gvr 37 fafeml & ol fopedt el ymmorasat TSRt @t Ar=rar &1 fetes fopan o &
(@) iz gRt afiex & v & Weg & forg; ot
(M) fa<=h wormdt WER), SHS SIfERAT A1 SHEATRET B SV & HRUT FRET R GIRS AN BT F&H-T ; a1
() afe Al yHomal MER &1 S9S o o § WP6R A1 J=red SR T8l @ o 8 ar el gmorear
TGN & TaTel & SR 9 @ I7 AR W ST ANTal Bl A & fore ; an
(® fa=ht yworeal MeR gR1 sfara fueied JHomal & gord, SN &3 SR Jdad § I rawiRadT &
FteTor W) ST ATl & e & forg afe Uit anmel @ faceft ymroreat wmitery gy eter @l fhar T # |
@) srfafrm o1 Sua qede ag g i ar fafwel & Suddl @ ergues W gHIvTdhal WieeN g1 fhar
PIs AfTHA |
WEHWL- 3 IURRE & Jaod & fog "vared &1 ofdwer iferfad &1 adt ord 8 ST SEdT SMI-dY
A, 1961 (1961 HT 43) B IRT 2 B WS 47 H § |
(5) RITT HTITAT - YAD 3MIGH HRA § U WA BRATAT B RATIAT BT |
(6) 3ra¥iRTT &I HUieT Rare—
() AP AASH BRI FIEAid AU & gor, TR B iR Jaed SR gferserua glaemsit sk weag 9t
B HA F B AT B AT TG RS amel & AR AT Py M @ daen R w_gd d |
@ de (B) # Iffa dwden RUE # 59 ywr@ &1 FHo Sfafde 8 6 dwen & 9 &0 Hfafm # Rffde
qHST AFDI B AR Bl TS & |
(7) wrE--
(@) FTIdT UGN H & oY Ihd AIeH & AT Fize & uar 7 <0 foedt §o gve an U7 effer & w9 uedi\
TR MFRID! SR Bl WRIGT BT Ferve Brfl |
(@) frRizes o 7= & TdER0 & U TKgd e & 9 FRAE @ ue 6 o R 9 gue a1 W SR &
AEIH F T2dI BRSPS SieR &1 afied B dor B8R |
(M w A SES el arT &1 aRker T8 e Smem afe aman @ 9@t duar @ sEfy & dRM fdfad a1
wferigd - faam omar 2 |
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(8) AT SINI AT

(@) fez® 39 fifem & adfie emaeT & i @ TR 9 IR 9w &) @y & fiax, e & e Ao

SIS W 3R VA 3 BRI TR ST [ a8 Ife w9l faaR B & Ieard A=l Y& HR DI AT TR PR

DT AT TS BT SRATBR B D

WY SaTas IRRAIET # iR BRI BT oRadg Hd gY aR AWE B 3@y B o & e St awsr =i

A IH S NS AT W 3Fd il fad R favam o wa

WY TT IR P AET BT FATBR FA gU AP & dRell o faffase fmm smem |

(@) afe fa<eh yHRar MR B AT & 3Mded B 9 A & o srgaifed & o Siar & &1 amded

(i) Fri=® @1 fafm 3(e7) @ Sufafem (3) & SUddl & SIER0T # U9 Al @l aNg ¥ U A1 &I @Ay &

AR U do9d &R 9@ afRfr IRga & ;

(i) Frize & |rer A & AT SR 9@l B qR B D (ol I PI AMEF DA gY U BRR Eiad Hm |

(9) Fem AFIEEIS Ragia--

(@) 39 fafow & e Jaamma feeft et ymmoreat wfdert @t avffexor, srafiaor, geltasur, dewoT,

A MR U Hed, FaaTelierdl iR FATel Bl He<l & AR el BT Al SHb warer H Faifora snfemi

AT, MU-aar 3R GRI0T BT T ST B |

(@) o fafw & ofiF a=rama el waroredl & fog gem i) gRen Aniesis gial ok gRanm Anieeis

RIgial 1 Ieed ol e (Smorsdt wifeer) fFrm, 2000 BT HAE: Yl 2 iR Y 3 # A

9 AR & T W JHIUGA] TABR) & WR D GHGE IAD] AT, MR 3R qd1 B ST B

WRETUT FRAT T

(M) s fafm & e wamTa faeeh gmal TR JETes & fog 39 arieie Righal &1 sruTe a4 §¢

TN T WEd! SR GRen A fa=faa &y ok Su iz &1 uega &

wRg 39 fafem & | wrama el ol miYeR gR1 gE ANl ofk gRen ifa 6 ey o e

TRac Bl A T B AAT & Wiox (TS B awqa fBar Sme |

(10) vt B HURETT—

() =9 fafrm & e A=A @is faqel smredl s Sufafem (6) & oefie srgAifad feedl dwders |

MY B T U FATAT BT FUET HRATG AR VA A & 7 a1t & -y fafarRad nfier 8, -

(i) gz Ry &R A

(ii) wifde 3gee ;

(iii) drenfi@t qeaieT ;

(iv) S gema

(v) GTa 9O Ugld B

(vi) G JHTO Ui A BT U

(vii) |fdQW a1 T=R

(viii) Fre=e g Rfea Rfem ;

(ix) mTOTeRat wfdrERY R, 2000 @AY ey |

(@) AT faqeh TRl MR U FETA B gRe ifa,  Wifde gREm ofR A @ stEgdve W |

NaR® HodeT BT |

() A=A ARl sERdl WeR) U AU @ qR1 BN © 9R 9WiE B @iy & Wiay gd duke Rare &

g =@ BT Jga BN AR Sei fafiaang urg Sl € g8l Ferorhdl Wieeny U srafiadmsil B ) B &

oy ga g Sur & |

(11) Ftegor—

(@) e w9 Sfad wwE, 39 fafem @& orele araTa ol facelt ymredt miferd & deg sierg fastiad

THATOTYS & G, SN bR 3R YdgT F Fedg Al ddi B Glaensi R srawvaqr w1 F¥efr B b1 e R

qAB |

(@) wgauTE el yworeal miter g9 fAfw & de (@) # 9t MReo & ddg & @l anrdl ik @l @

GO |

(3m) wrmame faeeh wHTmat MdER FRT HRE § TS B TR T Bl - 39 At § sfafde faeft 9
% B gU W BIs ATIamE  fasel woremdt mieR 9Ra § A B ® ARG i@t B sfwtg fReie wohE S
TE B |

ot 39 fAffHl @ miom! @ e " IRAY ARE " ug § PIE Hu, Pl BH, AR BT Bl G, Al
@1 FarE a1 S5 R WRER e G FRifdd 91 SRIR & J9H Hrafad ARG # FafRyd g, i 8em |
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(3) AT @ derer—-

(1) fafrm 3(3n) & Ul (8) & &1fie Ue™ & T Wiaal SWd ANl & B AN W Ui a¥ @t sy & fog dg
RGN
(2) 37 fafvowl & oredfi wem &t 8 AT JERaiaNefiy |

() " | gd o 3t freAie wrvTat &1 sifafte g - S fafEl & o o9 foedt faseh TRt
P AT Y& DI ST 8, A U FATOThAT SIS §RT U Al 9 qd SR 94 et et gHoras g9 sifefaH
& yaTo & forg srfafmm=r g |

(S) AT &1 el @ afRiERo--

(1) fafew 3(37) & Ul (8) & <refie foeft faceft st TR @1 wem @t 18 wraar fFefia &
S S YH JHIUTSG WIRGR §RT ST fRU Y gTe dg9F A1 URgd Bl T8 dax gffa &1 fate 3(e) &
Sufafew (4) & <+ ufisdeeer o= fear <y |

(2) FrRI=® &1 WA S &R @ qeER ol 98 Sfd dwsl e 8l o R e 3(a) & Sufafrw
(8) & o1efe fopedt faceft wwToTRat wfdrsmt =1, -

(%) ATIAT T AT ARG & ARV B foly e & a9 § BIg HAF fhar & o1 aifae fafdfeat § o a1
foer 7 ;

(@) v FEeET 3R oat &7 UTes e H SNIhe &1 ® R e A uee @t g ot

() frize gr fafafdse wfamit ok !, afe B1E € &1 ST o # %l W& ©

() 39 ifefrm, fem, Rffew o1 9eeis fvy 1o omeer & Suddl &1 Seoted far 7 ;

IS AT B Aefad o nfosdgd ) e smgem
Ry el A= @1 9@ 9% fefed a1 wfoded T8 e S Sl @ 6 faeelt yeoredt miteNt @ aRantad
ARRIER0T & g BRI SUSRTT PR BT Jfdagan faax el « foar S & |

(%) A=« BT AdtehRoT--

(1) 37 RAFTEl & Iudg A= & TAER0 & AU BT ST @ =0 H 9 @R 86 S {6 A & fog
el 7Y emmIeT @ A B ®

(2) wroamTe facelt wwToTEaT W S AT & FdeNl & fofg STded, HIRIAT @ dgd FHE B @)
TR & 3fqA B A A A Jarelid fod q@ v |

(3) =y & dIBRUr & fofg omded iz gR1 S wwsll T8 U srdemsil @ oM REd gU goldgliin!
fierg @& g # fRar ST [ |

(@) fafm 3(er) @& Sufafem (8) @ orefiv foeft aromma fagel worewat witeR) &t A=aar & Jdiaxo &
3ITdE T SFgATE R feam ST & a1 gHorehat Jifererd, —

(@) VA FFAIET B ARG I TP A DI @Y & Wiax s 3(31) & Iufafem (3) & rgeRy 3§ fiFs @1
T U 3R R IR IR B ; 3R

(@) fei=® & T AT & FEgEl iR wrat o <rfaferaw ok dedi a9y w0 et ofik faferasl & Sudsll &t
RN BT B Y W BT Mg BN gY U BRR (IS T |

(%) w=Iat A SHR - =S AT UG SR AT IADT TN B F THR B DI Afe—

(i) smagew 7 fFd=e @I i HRAR AR A TR 9 9 AR & dared & Td &1 g9Tfad &
B JUTE 8, A Adg U AT IuA T8 BRIS €, O b T Srem N ; 3k

(i) emde®w  TR|ATTT IO1 FHYT & UHH TR T ;AT

(iii) =ITITCr R 37Tde® & | H UG AT WIH MR ydEd: B FRyfad e & 7

(iv) emdesd a1 fopsll =R afdd 1 a8 WRA T IRT W 97X fohell arRig & fore Rigay oevmn o 2 3R
e e 3 I8 SMeR! siddfed 2 b 0 <Rl aafad 7 duequl a1 959 3 SR fRar 5 A1 S99 At
a7 3 el & arefie folt arRiy @ o Rigaly oevmn wn ® ;A

(V) I 3MTdeh FHIUH Ui B @ AR UfehAn SR UGl 1 Urer R 1R SUTer Bl W BT & AT
H IEdT B ;A

(vi) ammaee e & SRl &1 SrguTe & # M hd I&dl © ; AT

(vii) forslt A=Yt <9 1 R & o1l Qe @ SfPI faeieT YA O dRA & oY e WieR
P e an gfodeR o) e T g
TR AT Y& A A SHR B D BRI DT JU (HAT ST Fb |

(v) ArgamTE el worEat e & w9 § iR B A qd et A=A el gHvdsal ey @
Y H BRI B A ARG B A Yd AT [ gHOrehal Mt FEfaRiad g e -

(@) FiF® @ I el somdal meR & W9 H S B F AR B B AR DI a1 o

W I AR el yEsdl WGt & w0 A B PR A ARG BF A A e qd an Awgen &
JIAT B! ARG F T {7 g < smeh
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(@) JufRAfy, AT & S A A1 AT fageh yHoredl WER & w0 # S d)A 9 Iifad BN &
|16 37 qd 9 AR &1 U e FHERTS 1 FEERTET 3 QAT A # fgmeT om, S e fiEe g sraemRa
[RRUSL

() AT fage yEToTeRal MRt B W § B B W IR /W B AU M P SAD N O
YA SUTCRIET AT A 7 BU JADBIY UgaM YA & AT Bl ARG HIm

wg I8 & TR, A Al smomal miteNt @ w0 A ffRd B9 & 616 fod qd A smiigd A
JTATT T Y B T8 THIVIS B faAT | WIS QT qd o & S ;

(7) e iz, gwifad sfvemrett ofiR ST THI0E Sffiebaisl Bl sfdi W 4 feifed s iR RGPa
TTH T JO S ;

(8) W sf@r i JHTOTIAT B S Fa H F@f & 3fd # smfadigd & a1 d! s/ T8l gor © &l
wiorded v foran s, afe sif¥erar 3 Sa SwfRiEReT @ SRy fmar

(@) 39 9 BT AT B BT JfRGad T BT 6 D A1 DI IR T @ A SAHEsi B SR
S el B Rre gebran siebta s oA § sfafdse dis Hofl & Wew # g Rl B dAMid b=
P FRIG: IFATIDAT 8, =ATH GG BN 8 ;

() w1 aul o e & fory il 1 SR B @ oy gfigad wae o ;

(S) sfpra fedies JIomEl B I A W Ud Afoded B @ fofg SAfverarell B (T sy feie
TRTOTOS I R | Sfdferd and § M) Jfragad TR &1 g |

[ ®1.7. 19(3)/2013-HTATHS]
AT, 9, fRiEd, THoThRdr Tty

NOTIFICATION
New Delhi, the 6™ April, 2013

G.S.R. 205 (E).— In exercise of the powers conferred by clause (b) of sub-section (2) of section 89 of the
Information Technology Act, 2000 (21 of 2000), the Controller hereby, after consultation with the Cyber Regulations
Advisory Committee and with the previous approval of the Central Government, makes the following Regulations,
namely : —
1. Short title and Commencement.— (1) These Regulations may be called the Information Technology (Recognition of
Foreign Certifying Authorities not operating under any Regulatory Authority) Regulations, 2013.

(2) They shall come into force on the date of their publication in the Official Gazette.

2. Definitions.— In these Regulations, unless the context otherwise requires ,—
(a) “Act” means the Information Technology Act, 2000 (21 of 2000) ;
(b) “Certifying Authority”” means a person who has been granted a licence to issue a Digital Signature Certificate under
section 24 ;
(c) “Controller” means the Controller of Certifying Authorities appointed under sub-section (1) of section 17 of the Act;
(d) “Foreign Certifying Authority” means a certifying authority other than one licensed to issue a digital signature
certificate under section 24 of the Act and whose installed facilities and infrastructure associated with all functions of
generation, issue and management of digital signature certificates are located outside India ;
(e) “Recognized Foreign Certifying Authority” means a Foreign Certifying Authority who has been granted
recognition under these regulations pursuant to sub-section(1) of section 19 of the Act ;
(f) Words and expressions used herein and not defined, but defined in the Act, shall have the meanings respectively
assigned to them in the Act.

3. Criteria for recognition of foreign certifying authorities which does not operates under any regulatory
authority.
(A) Recognition of Foreign Certifying Authorities.— The procedure relating to recognition of Foreign Certifying
Authorities which does not operate under any Regulatory Authority is as under :

(1) Application for grant of recognition.— Notwithstanding anything contained in regulation 3(A), any foreign
certifying authority may apply to the Controller for recognition.
(2) Particulars of application.—Every application for recognition of a Foreign Certifying Authority under this
regulation shall be made to the Controller, in such manner as the Controller may, from time to time, determine,
supported by such documents and information as the Controller may require and it shall inter alia, include the
following, namely :—

(a) a Certification Practice Statement (CPS) ;

(b) a statement including the procedures with respect to identification of the applicant ;

(c) a statement for the purpose and scope of anticipated Digital Signature Certificate technology, management,

or operations to be outsourced ;
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(d) certified copies of the business registration documents and licences of the Foreign Certifying Authority that
intends to be recognized ;
(e) a description of any event, particularly current or past insolvency, that could materially affect the applicant's
ability to act as a recognized Foreign Certifying Authority ;
(f) an undertaking by the applicant that to its best knowledge and belief it can and will comply with the
requirements of its Certification Practice Statement ;
(g) the required fee ; and
(h) any other information required by the Controller.
(3) Performance Bond and in the form of Banker’s guarantee— Every applicant under this regulation shall submit a
performance bond and furnish a banker’s guarantee from a scheduled bank in India in favour of the Controller in
such form and in such manner as may be approved by the Controller for an amount of not less than one crore of US
dollars and the performance bond and banker’s guarantee shall remain valid for a period of six years from the date
of its submission.
(4) Invocation of Performance Bond and Banker’s Guarantee —
Without prejudice to any penalty which may be imposed or prosecution which may be initiated for any offence under
the Act or any other law for the time being in force, the performance bond and banker’s guarantee submitted under
sub-regulation (3) may be invoked in the following circumstances , namely : —
(a) when the Controller has suspended the recognition of the foreign certifying authority under these regulations;
or
(b) for payment of an offer of compensation made by the Controller; or
(c) for payment of liabilities and rectification costs attributed to the negligence of the foreign Certifying
Authority, its officers or employees; or
(d) for payment of the costs incurred in the discontinuation or transfer of operations of the foreign Certifying
Authority, if the foreign Certifying Authority's authorization in the country of its origin or operations is
discontinued; or
(e) for payment of the costs incurred in the inspection of the infrastructure utilized by the foreign certifying
authority for generation, issue and management of Digital Signature Certificates if such costs are not defrayed
by the foreign certifying authority.
(f) any other default made by the Certifying Authority in complying with the provisions of the Act or rules made
thereunder or under these regulations.
Explanation.- For the purpose of this sub-regulation , the expression “transfer of operation” shall have the
meaning assigned to it in clause (47) of section 2 of the Income-tax Act, 1961 (43 of 1961).
(5) Local office— Every applicant shall establish a local office in India.
(6) Audit Report of infrastructure—
(a) Every applicant shall furnish an audit report of its installed facilities and infrastructure associated with all
functions of generation, issue and management of digital signature certificate audited according to standards at
least equivalent to those specified under the Act.
(b) The audit report mentioned in clause (a) shall contain a statement to the effect that the audit has been
performed according to standards at least equivalent to those specified in the Act.
(7) Fee—
(a) Every application for the grant of recognition shall be accompanied by a nonrefundable fee of twenty five
thousand of US dollars payable by a bank draft or by a pay order drawn in the name of the Controller.
(b) The application submitted to the Controller for renewal of recognition shall be accompanied by a non-
refundable fee of five thousand of US dollars payable by a bank draft or by a pay order drawn in the name of the
Controller.
(c) The Fee or any part thereof shall not be refunded if the recognition is suspended or revoked during its
validity period.
(8) Issuance of recognition—
(a) The Controller may, within a period of four weeks from the date of receipt of the application under this
regulation, after considering the documents accompanying the application and such other factors, as he may
deem fit, grant or renew the recognition or reject the application:
Provided that in exceptional circumstances and for reasons to be recorded in writing, the period of four
weeks may be extended to such period, not exceeding eight weeks in all as the Controller may deem fit:
Provided further while rejecting the application, reasons for rejection of the same may be specified.
(b) If the application for recognition of the Foreign Certifying Authority under this regulation is approved, the
applicant shall:
(i) submit a performance bond and furnish a banker’s guarantee within one month from the date of
such approval to the Controller in accordance with the provisions of sub-regulation (3) of regulation
3(A);
(i) execute an agreement with the Controller binding himself to comply with the terms and
conditions of the recognition.
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(9) Security Guidelines—
(a) Any Foreign Certifying Authority recognized under this regulation shall have the sole responsibility of
integrity, confidentiality and protection of information and information assets employed in its operation,
considering classification, declassification, labeling, storage, access and destruction of information assets
according to their value, sensitivity and importance of operation.
(b) Information Technology Security Guidelines and Security Guidelines for a Foreign Certifying Authority
recognized under this regulation aimed at protecting its integrity, confidentiality and availability of service shall
be of a level equivalent to that of a Certifying Authority licensed under the Act as specified under Schedule-II
and Schedule-III of the Information Technology (Certifying Authority) Rules 2000 respectively.
(c) A Foreign Certifying Authority recognized under this regulation shall formulate its Information Technology
and Security Policy for operation complying with these guidelines and submit it to the Controller:

Provided that any change made by any Foreign Certifying Authority recognized under this regulation in
the Information Technology and Security Policy shall be submitted by it within a period of two weeks to the
Controller.

(10) Audit of operations—
(a) A foreign certifying authority recognized under this regulation shall get its operations audited annually by an
auditor approved under sub-regulation (6) and such audit shall include inter alia,-

(6)) security policy and planning;

(i)  physical security;

(iii)  technology evaluation;

(iv)  services administration;

(v)  relevant Certification Practice Statement;

(vi) compliance to relevant Certification Practice Statement;

(vil) contracts or agreements;

(viii) regulations prescribed by the Controller;

(ix) policy requirements of Certifying Authorities Rules, 2000.

(b) The Recognized Foreign Certifying Authority shall conduct internal half yearly audit of the Security Policy,
physical security and planning of its operation.
(c) The Recognized Foreign Certifying Authority shall submit copy of each audit report to the Controller within
a period of four weeks of the completion of such audit and where irregularities are found, the Certifying
Authority shall take immediate appropriate action to remove such irregularities.
(11) Inspection —
(a) The Controller may, when he deems fit, call for physical inspection of the facilities and infrastructure
associated with all functions of generation, issue and management of digital signature certificate belonging to a
Foreign Certifying Authority recognized under this regulation.
(b) The Recognized Foreign Certifying Authority shall bear all costs and expenses with regards to the inspection
mentioned in clause (a) of this regulation.
(B) Recognized Foreign Certifying Authority not to issue certificates in India.—Notwithstanding anything contained
in these regulations, a Recognized Foreign Certifying Authority shall not issue digital signature certificates to Indian
nationals residing in India.
Explanation: For the purposes of these regulations, the term Indian national shall include a company, a firm, an
association of persons, a body of individuals or a local authority whose registered office or principal place of
business is located in India.
(C) Validity of recognition.—
(1) A recognition granted under sub-regulation (8) of regulation 3(A) shall be valid for a period of five years from the
date of its issue.
(2) The recognition granted under these regulations shall not be transferable.
(D) Digital Signature Certificates issued prior to recognition to be invalid.— Where any Foreign Certifying
Authority is recognized under these regulations, all digital signature certificates issued by such Certifying Authority prior
to such recognition shall be invalid for the purposes of this Act.
(E) Suspension or revocation of recognition.—
(1) A recognition granted to a Foreign Certifying Authority under sub-regulation (8) of regulation 3(A) shall stand
suspended when the performance bond submitted or the banker’s guarantee furnished by such Certifying Authority is
invoked under sub-regulation (4) of regulation 3(A) .
(2) The Controller may, if he is satisfied after making such inquiry, as he may think fit, that a Foreign Certifying
Authority recognized under sub-regulation (8) of regulation 3(A) has,-
(a) made a statement in, or in relation to, the application for the issue or renewal of the recognition, which is
incorrect or false in material particulars;
(b) failed to comply with the terms and conditions subject to which the recognition was granted;
(c) failed to maintain the procedures and standards, if any, specified by the Controller,
(d) contravened any provisions of this Act, rule, regulation or order made thereunder,
shall suspend or revoke the recognition:
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Provided that no recognition shall be suspended or revoked unless the recognized Foreign Certifying Authority
has been given a reasonable opportunity of showing cause against the proposed revocation.
(F) Renewal of recognition.—
(1) The provisions of these regulations shall apply in the case of an application for renewal of recognition as it applies to
a fresh application for recognition.
(2) A Recognized Foreign Certifying Authority shall submit an application for the renewal of its recognition not less than
forty-five days before the date of expiry of the period of validity of recognition.
(3) The application for renewal of recognition may be submitted in the form of electronic record subject to such
requirements as the Controller may deem fit.
(4) If the application for renewal of recognition of a Foreign Certifying Authority recognized under sub-regulation (8) of
regulation 3(A) is approved, such Certifying Authority shall -
(a) submit a performance bond and furnish a banker’s guarantee within a period one month from the date of such
approval to the Controller in accordance with sub-regulation (3) of regulation 3(A); and
(b) execute an agreement with the Controller binding himself to comply with the terms and conditions of the recognition
and the provisions of the Act and the rules and regulations made thereunder.
(G) Refusal of recognition.—
The Controller may refuse to grant or renew a recognition if-
(i) the applicant has not provided the Controller with such information relating to its business, and to any
circumstances likely to affect its method of conducting business, as the Controller may require; or
(ii) the applicant is in the course of being wound up or liquidated; or
(iii) a receiver has, or a receiver and manager have, been appointed by the court in respect of the applicant; or
(iv) the applicant or any trusted person has been convicted, whether in India or out of India, of an offence the
conviction for which involved a finding that it or such trusted person acted fraudulently or dishonestly, or has
been convicted of an offence under the Act or these rules; or
(v) an applicant commits breach of, or fails to observe and comply with, the procedures and practices as per the
Certification Practice Statement; or
(vi) an applicant fails to comply with the directions of the Controller; or
(vii) the authorization granted to the applicant, to issue a Digital Signature Certificate under laws of a recognized
country has been suspended or revoked:
Provided that the reasons for refusal of recognition may be mentioned.
(H) Requirements Prior to Cessation as recognized Foreign Certifying Authority.—
Before ceasing to act as a recognized Foreign Certifying Authority, the recognized Foreign Certifying Authority shall, —
(a) give notice to the Controller of its intention to cease acting as a recognized Foreign Certifying Authority:
Provided that the notice shall be made ninety days before ceasing to act as a recognized Foreign
Certifying Authority or ninety days before the date of expiry of recognition;
(b) advertise sixty days before the expiry of recognized or ceasing to act as recognized Foreign Certifying
Authority, as the case may be, the intention in such daily newspaper or newspapers and in such manner as the
Controller may determine;
(c) notify its intention to cease acting as a recognized Foreign Certifying Authority to the subscriber of each
unrevoked or unexpired Digital Signature Certificate issued by it:
Provided that the notice shall be given sixty days before ceasing to act as a recognized Foreign
Certifying Authority or sixty days before the date of expiry of unrevoked or unexpired Digital Signature
Certificate, as the case may be;
(d) the notice shall be sent to the Controller, affected subscribers and Cross Certifying Authorities by digitally
signed e-mail and registered post;
(e) revoke all Digital Signature Certificates that remain unrevoked or unexpired at the end of the ninety days
notice period, if the subscribers have requested for revocation;
(f) make a reasonable effort to ensure that discontinuing its recognition causes minimal disruption to its
subscribers and to persons duly needing to verify digital signatures by reference to the public keys contained in
outstanding Digital Signature Certificates;
(g) make reasonable arrangements for preserving the records for a period of seven years;
(h) pay reasonable restitution (not exceeding the cost involved in obtaining the new Digital Signature Certificate)
to subscribers for revoking the Digital Signature Certificates before the date of expiry.
[F. No. 19(3)/2013-CLFE]
T. A. KHAN, Controller of Certifying Authorities
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